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ABSTRACT

Security vulnerabilities are discovered, become publicly known, get exploited by attackers, and
patches come out. When should one apply security patches? Patch too soon, and you may suffer
from instability induced by bugs in the patches. Patch too late, and you get hacked by attackers
exploiting the vulnerability. We explore the factors affecting when it is best to apply security patches,
providing both mathematical models of the factors affecting when to patch, and collecting empirical
data to give the model practical value. We conclude with a model that we hope will help provide a
formal foundation for when the practitioner should apply security updates.

Introduction

“To patch, or not to patch, — that is the question: —
hether tis no erinthe in tosu er
Thesin san arro s o outra eous script i ies,
rto ta e up patches a ainst a sea o trou es,
n opposin , en the

“When to patch? presents a serious problem to
the security administrator because there are powerful
competing forces that pressure the administrator to
apply patches as soon as possible and also to delay
patching the system until there is assurance that the
patch is not more likely to cause damage than it pro
poses to prevent. Patch too early, and one might be
applying a broken patch that will actually cripple the
system s functionality. Patch too late, and one is at risk
from penetration by an attacker exploiting a hole that is
publicly known. alancing these factors is problematic.

he pressure to immediately patch grows with
time after the patch is released, as more and more
script kiddies ac uire scanning and attack scripts to
facilitate massive attacks onversely, the pressure
to be cautious and delay patching decreases with time,
as more and more users across the nternet apply the
patch, providing either evidence that the patch is
defective, or through lack of evidence to the contrary
that the patch is likely okay to apply. Since these
trends go in opposite directions, it should be possible
to choose a time to patch that is optimal with respect to
the risk of compromising system availability. igure
conceptually illustrates this effect where the lines cross
is the optimal time to patch, because it minimi es the
total risk of loss.

his paper presents a proposed model for finding
the appropriate time to apply security patches. ur
approach is to model the cost risk and conse uences

of penetration due to attack and of corruption due to a
defective patch, with respect to time, and then solve
for the intersection of these two functions.

hese costs are functions of more than ust time.
We attempt to empirically inform the cost of failure
due to defective patches with a survey of security
advisories. nforming the cost of security penetration
due to failure to patch is considerably more difficult,
because it depends heavily on many local factors.
While we present a model for penetration costs, it is
up to the local administrator to determine this cost.

Bad Patch Risk ——
Penetration Risk
Optimal Time to Patch

Risk of
Loss

Time
iur hypothetical graph of risks of loss from
penetration and from application of a bad patch.
he optimal time to apply a patch is where the
risk lines cross.

n particular, many security administrators feel

that it is imperative to patch vulnerable systemsi e
iate . his is ust an end point in our model, repre
senting those sites that have very high risk of penetra
tion and have ample resources to do local patch testing
in aid of immediate deployment. wur intent in this
study is to provide guidelines to those who do not
have sufficient resources to immediately test and patch
everything, and must choose where to allocate scarce
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security resources. We have used the empirical data to
arrive at concrete recommendations for when patches
should be applied, with respect to the apparent com
mon cases in our sample data.

t should also be noted that we are not considering
the issue of when to disable a service due to a vulnera
bility. ur model considers only the uestion of when
to patch services that the site must continue to offer. n
our view, if one can afford to disable a service when
there is a security update available, then one probably
should not be running that service at all, or should be
running it in a context where intrusion is not critical.

astly, we do not believe that this work is the
final say in the matter, but rather continues to open a
new area for exploration, following on rowne, et al.

s long as fre uent patching consume a signifi
cant fraction of security resources, resource allocation
decisions will have to be made concerning how to deal
with these patches.

he rest of this paper is structured as follows. he
next section presents motivations for the models we use
to describe the factors that make patching urgent and
that motivate caution. hen, the next section formally
models these factors in mathematical terms and pre
sents e uations that express the optimal time to apply
patches. he subse uent section presents methods and
issues for ac uiring data to model patch failure rates.
he paper then presents the empirical data we have col
lected from the ommon ulnerabilities and xposures
database and describes work related to this
study. he paper ends with discussions the implications
of this study for future work and our conclusions.

ro n o ftc

he value of applying patches for known secu
rity issues is obvious.  security issue that will shortly
be exploited by thousands of script kiddies re uires
immediate attention, and security experts have long
recommended patching all security problems. ow
ever, applying patches is not free it takes time and
carries a set of risks. hose risks include that the patch
will not have been properly tested, leading to loss of
stability that the patch will have unexpected interac
tion with local configurations, leading to loss of func
tionality that the patch will not fix the security prob
lem at hand, wasting the system administrator s time.
ssues of loss of stability and unexpected interaction
have a direct and measurable cost in terms of time
spent to address them. o date, those issues have not
been a focus of security research. here is a related
issue finding a list of patches is a slow and labor
intensive process . While this makes timely appli
cation of patches less likely because of the investment
of time in finding them, it does not directly interact
with the risk that applying the patch will break things.
owever, the ease of finding and applying patches has
begun to get substantial public attention and is
not our focus here.
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ost system administrators understand that these
risks are present, either from personal experience or
from contact with colleagues. owever, we know of no
ob ective assessment of how serious or prevalent these
flaws are. Without such an assessment it is hard to
udge when or even if to apply a patch. Systems
administrators have thus had a tendency to delay the
application of patches because the costs of applying
patches are obvious, well known, and have been hard to
balance against the cost of not applying patches. ther
sources of delay in the application of patches can be
rigorous testing and roll out procedures and regulations
by organi ations such as the S ood and rug
dministration that re uire known configurations of
systems when certified for certain medical purposes

Some organi ations have strong processes for
triaging, testing, and rolling out patches. thers have
mandatory policies for patching immediately on the
release of a patch. hose processes are very useful to
them, and less obviously, to others, when they report
bugs in patches. he suggestions that we make regard
ing delay should not be taken as a recommendation to
abandon those practices.

he practical delay is difficult to measure, but its
existence can be inferred from the success of worms
such as ode ed. his is illustrative of the issue cre
ated by delayed patching, which is that systems remain
vulnerable to attack. Systems which remain vulnerable
run a substantial risk of attacks against them succeed
ing. ne research pro ect found that systems containing
months old known vulnerabilities with available but
unapplied patches exposed to the nternet have a “life
expectancy measured in days nce a break in
has occurred, it will need to be cleaned up. he cost of
such clean up can be enormous.

aving demonstrated that all costs relating to
patch application can be examined in the “currency
of system administrator time, we proceed to examine
the relationship more precisely.

o ution tii ot i to tc

o determine the appropriate time to patch, we
need to develop a mathematical model of the potential
costs involved in patching and not patching at a given
time. n this section we will develop cost functions
that systems administrators can use to help determine
an appropriate course of action.

irst, we define some terms that we will need to
take into account
e is the expense of fixing the problem
applying the patch , which is either an oppor
tunity cost, or the cost of additional staff.
e is the expense of recovering from a
failed patch, including opportunity cost of work
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delayed. oth this and the next cost may
include a cost of lost business.

e is the expense of recovering from a secu
rity breach, including opportunity cost of work
delayed and the cost of forensics work.

p is the likelihood that applying a given
patch will cause a failure.

p is the likelihood that not applying a
given patch will result in a security breach.

1 of these costs and probabilities are parame
teri ed. he costs e , e , and e are all
particular to both the patch in uestion and the config
uration of the machine being patched. owever,
because the factors affecting these costs are so specific
to an organi ation, we treat the costs as constants. his
is constant ithin an organi ation, not between organi

ations, which we believe is sensible for a given sys
tems administrator making a decision.

he probabilities p  and p vary with time.
Whether a patch is bad or not is actually a fixed fact at
the time the patch is issued, but that fact only becomes
known as the nternet community gains experience
applying and using the patch. So as a patch ages with
out issues arising, the probability of a patch turnin
out to e bad decreases.

he probability p is a true probability that
increases with time in the near term. rowne, et al.
examined exploitation rates of vulnerabilities and
determined influencing terms such as the release of a
scripted attack tool in rates of breaches. owever, the

rate of breach is not a simple function ——
nternet o0sts

or even ———————  where 1s the number of

nternet osts

hosts or unprotected hosts that a systems administrator
is responsible for and nternet osts is the number of
hosts on the nternet . ot every host with a vulnera
bility will be attacked, although in the wake of real
world events such as the spread of ode ed and
its variants, as well as work on lash and Warhol

worms, it seems that it may be fair to make that
assumption.

hus we will consider both probabilities p  and

p as functions of time ¢, and write them p ¢
and p t.
ext, we want to to develop two cost functions
e t cost of patching at a given time 7.
e t cost of not patching at a given time .

he probable cost of patching a system drops
over time as the nternet community grows confidence
in the patch through experience. onversely, the prob
able cost of not patching follows a ‘ballistic tra ec
tory, as the vulnerability becomes more widely known,
exploitation tools become available, and then fall out
of fashion but, for the part of the ballistic curve
we are concerned with, we can ust consider cost of
not patching to be monotonically rising. herefore, the
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administrator will want to patch vulnerable systems at
the earliest point in time where e t e t.

he cost of patching a system will have two
terms the expense of applying the patch, and the
expense of recovering from a failed patch. pplying a
patch will likely have a fixed cost that must be paid
regardless of the wuality of the patch. ecovery cost,
however, will only exist if a given patch is bad, so we
need to consider the expected risk in a patch. Since a
systems administrator cannot easily know a priori
whether a patch is bad or not, we multiply the proba
bility that the patch induces failure by the expected
recovery expense. his gives us the function

e t p te e

t is possible, although not inexpensive, to obtain
much better estimations of the probability of failure
through the use of various testing mechanisms, such as
having a non production mirror of the system, patch
ing it, and running a set of tests to verify functionality.

owever, such systems are not the focus of our work.

he cost of not applying a patch we consider to
be the expense of recovering from a security breach.
gain, an administrator is not going to know a priori
that a breach will occur, so we consider the cost of
recovery in terms of the probability of a security
breach occurring. hus we have
e t p t e

Pulling both functions together, a systems
administrator will want to patch vulnerable systems
when the following is true

p te e p t e

n attempting to apply the functions derived
above, a systems administrator may want to take more
precise estimates of various terms.

nt o t unction

xpenses for recovering from bad patches and
security breaches are obviously site and incident spe
cific, and we have simplified some of that out to ease
our initial analysis and aid in its understanding.

We could argue with some confidence that the
cost of penetration recovery often approximates the cost
of bad patch recovery. n many instances, it probably
amounts to “reinstall.  his simplifying assumption
may or may not be satisfactory. ecovery from a break
in is likely harder than recovery from a bad patch,
because recovery from bad patch may simply be a rein
stall, or at least does not involve the cost of dealing
with malice, while recovery from getting hacked is
identifying and saving critical state with twee ers, re
formatting, re installation, applying patches, recovering
state from backup, patching some more, ensuring that
the recovered state carries no security risk, and per
forming forensics, a non trivial expense owever,
it is possible that recovery from a bad patch could have
a higher cost than penetration recovery  consider a
patch that introduces subtle file system corruption that
is not detected for a year.
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urthermore, we note that many vendors are
working to make the application of security patches as
simple as possible, thereby reducing the expense of
applying a security patch s . s the fixed
cost of applying a patch approaches ero, we can sim
ply remove it from the e uations
p te p t e
Iternately, we can assume that recovery from
being hacked is  times harder than recovery from bad
patch  may be less than one . While the math is still
fairly simple, we are not aware of systemic research
into the cost of recovering from security break ins.
owever, a precise formulation of the time is less
important to this paper than the idea that the time
absorbed by script kiddies can be evaluated as a func
tion of system administrator time. Xpenses incurred
in recovery are going to be related to installation si e
and number of affected machines, so an argument that
there is some relationship between costs can be made.
his allows us to state that
e e

We can substitute this into e uation
p te p t e

ividing each side by e , we arrive at the

decision algorithm
p t p t

ecall our assumptions that p ¢t rises with
timeandp ¢ drops with time. herefore, the earliest
time 7 that e uation is satisfied is the optimal time to
apply the patch.

nto trtt oc

While we discuss the value of the e uations above
at given times, there are actually numerous points from
which time can be counted. here is the time from the
discovery of a vulnerability, time from the public
announcement of that vulnerability, and time since a
patch has been released. rowne, et al. work from
the second, since the first may be unknown, but the
spread of the vulnerability information may be better
modeled from the first, especially if the vulnerability is
discovered by a black hat.  systems administrator may
only care from the time a patch is available, although
some may choose to shut off services known to be vul
nerable before that as a last resort, and work has been
done on using tools such as , anus , and
Sub omain to protect services that are under
attack. n this paper, we have chosen to start counting
time from when the patch is released.

t odo o

he first thing to consider when deciding to
experimentally test the e uations derived previously is
a source of data. We considered starting with specific
vendors advisories. Starting from vendor data has
flaws it is difficult to be sure that a vendor has pro
duced advisories for all vulnerabilities, the advisories
may not link to other information in useful ways, and
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different vendors provide very different levels of
information in their advisories.

We decided instead to work from the ommon

ulnerabilities and xposures , a
hosted pro ect, to provide common naming and con
cordance among vulnerabilities. Since is an

organi ation independent of vendors, using the
database reduces the chance of bias. Starting from

allows us to create generic numbers, which are
useful because many vendors do not have a sufficient
history of security fixes. owever, there are also many
vendors who do have such a history and sufficient pro
cess or claims thereof that it would be possible to
examine their patches, and come up with numbers that
apply specifically to them.

t t rin

Starting from the latest version ,
we split the entries into digestible chunks. ach section
was assigned to a person who examined each of the ref
erences. Some of the references were unavailable, in
which case they were ignored or tracked down using a
search engine. hey were ignored if the issue was one
with many references e.g., has  ref
erences, and the two referring to S are not easily
found. f there was no apparent patch re issue, we
noted that. f there was, we noted how long it was until
the patch was withdrawn and re released. Some advi
sories did not make clear when or if a bad patch was
withdrawn, and in that case, we treated it as if it was
withdrawn by replacement on the day of re issuance.

todooic I u

“There are orethin sin ea enan arth,
oratio,
Then are rea to inour hiosoph

esearch into vulnerabilities has an unfortunate
tendency to confound researchers with a plethora of
data gathering issues. hese issues will impact the
assessment of how likely a patch is to fail. tis impor
tant to choose a method and follow it consistently for
the results to have any meaning unfortunately, any
method chosen causes us to encounter issues which
are difficult and troubling to resolve. nce we select a
method and follow it, our estimates may be systemati
cally wrong for several reasons. ardinality issues are
among the worst offenders
ndor ro in r i u intoon tc
n example of this is found in one vendor
patch which is referenced by seven candi
dates and entries in the ,

> >

, s , and

ndor ro in on tc into r di
ori n example here is
with a do en vendors involved. he vulnerabil
ity is not independent because inux and S
vendors commonly share fixes, and so an
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update from multiple vendors may be the same
patch. f this patch is bad, then in producing a
generic recommendation of when to patch, we
could choose to count it as bad patches,
which would lead to a higher value for p , and
conse uently, later patching. f the single patch
is good, then counting it as  good patches
could bias the probability of patch failure
downward.
ndor r in diori it or
round ut no tc n example is
, where the ree S team
issued the statement “ this program is sched
uled for removal from the ports system if it has
not been audited and fixed within one month of
discovery. o one fixed it, so no patch was
released.  related situation occurred when a
third party, unrelated to racle, released an
advisory relating to racle s product along with
a workaround, and racle remained completely
silent about the issue . We
recorded these instances but treated them as
non events our goal is to measure uality of
patches if no patch was released, there is noth
ing to measure.

here are several other potential sources of bias.
We may not have accurate information on whether a
vendor released an updated patch, because the
entry points to the original, and the vendor released a
subse uent different advisory. his potentially intro
duces a bias by reducing our computed probability of
a harmful patch.

When patches are not independent, there is bias
in a different direction consider if one or more ven
dors released a revised update while others did not for
example, . We considered each
entry as one patch, even if it involved multiple ven
dors. We chose to record the data for the vendor who
issued the latest advisory revision e.g., ebian over

andrake and onectiva in . his
potentially introduces a bias towards patches being
less reliable than they actually are. Systems adminis
trators tracking the advisories of one specific vendor
would not have this potential source of bias.

t may be difficult to decide if a patch is bad or

not. or example, the icrosoft patch for

was updated six months after its

release. here was a conflict between this patch and

Service Pack for Windows . nstalling the patch
would disable many of the updates in Service Pack

ote that SP was issued four months after the patch,

so there was four months where the patch was harm

less, and two months where the patch and Service

Pack conflicted. We treated it as if was bad for the

entire six months.

here is a potential for concern with the number
of entries we have examined. n the next section,
we attempt to infer appropriate times to apply patches
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by observing the knees in the curves shown in igures

and , and these inferences would be stronger if
there were sufficient data points to be confident that
the knees were not artifacts of our sample data.

ore data points would be desirable, but obtain
ing it is problematic. We found the repository to
be limiting, in that it was difficult to determine
whether any given security patch was defective. or
future research, we recommend using security advi
sory information direct from vendors. n addition to
providing more detail, such an approach would help
facilitate computing patch failure rate with respect to
each vendor.

We do not believe that these issues prevent a
researcher from analy ing the best time to patch, or a
systems administrator from making intelligent choices
about when to patch. owever, these methodological
issues do need to be considered in further studies of
security patch uality.

iric t

n this section, we examine the data we collected
as discussed in the previous section. We examined

entries, dating from , , and . f
these, patches never were revised leading us to
believe they were safe to apply,  patches either were
updated or pulled, and entries were non patch
events as discussed in ¢ ethodological ssues. able

summari es this data. fthe  patches that were
determined to be faulty, all but one
had an updated patch released. f these, three were
found to be faulty and had a second update released
one subse uently had a third revision released. able
summari es the data for the revised patches.

otal entries examined
ood patches

evised or pulled patches
on patch entries

uality of initial patches.

evised or pulled patches

ood revised patches

e revised patches

Pulled and never re released patches

uality of revised patches.

able analy es the properties of the patch revi
sions. he middle column shows the number of days
from the initial patch release until an announcement of
some kind appeared indicating that the patch was bad,
for the  patches that were revised. he right column
shows the number of days from the revised patch
release until notification that the revised patch was
faulty, for the three issues that had subse uent revi
sions. hree data points is insufficient to draw
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faulty
patches

OFRLNWhAUUIOONOWO
T
1

1 m m 1 m m m 1 1 1 1 1 1 1 1 1 m i
0 30 60 90 120 150 180 210 240 270 300 330 360 390 420 450 480 510 540

days from initial patch release
iur histogram of the number of faulty initial patches.

0.18 1 T T T T T T T T T T T T T T T (t) T T
0.16 { Pra .

0.14 §
0.12 §
probability 0.1
0.08
0.06
0.04
0.02

0 1 1 1 1 1 1 ) 1 1 1 1 1 T T + L + 1
0 30 60 90 120 150 180 210 240 270 300 330 360 390 420 450 480 510 540

daysfrominitial patch release
iur he probability p ¢ that an initial patch has been incorrectly identified as safe to apply.

115 T T T T T T T T T T T T T T T T T

110 - ' .

105 §

patches
resolved 100 ]

95 §

90 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
0 30 60 90 120 150 180 210 240 270 300 330 360 390 420 450 480 510 540

daysfrominitial patch release
iur cumulative graph showing the time to resolve all issues.




tti ot iin t

meaningful conclusions, so we will disregard doubly
or more revised patches from here on. We found one
triply revised patch, occurring seven days after the
release of the second revision.

Subse uent
revision
data points

nitial revision
data points

otification
time in days

aximum

inimum
verage
edian
Std deviation

nalysis of revision data.

igure presents a histogram over the  revised
patches of the time from the initial patch release to the
time of the announcement of a problem with the patch,
while igure examines the first day period in
detail. igure presents the same data set as a proba
bility at a given time since initial patch release that a
patch will be found to be bad, i.e., an empirical plot of
p t from e uation

igure plots the days to resolve an accumulated
number of security issues, while igure examines
the first  day period more closely. hese plots are
subtly different from the previous data sets in two
ways
i tor oution n the previous graphs, we
counted time from when the security patch was
announced to the time the patch was announced
to be defective. ere, we are measuring to the
time the defective patch is resolved. f the
revised patches, provided a revised patch
concomitant with the announcement of the
patch problem, two had a one day delay to the
release of a revised patch, one had a day
delay to the release of a revised patch, and one
defective patch was never resolved.
0o tc rr d f the
entries that we surveyed, never had any
patch associated with them, and so for these
plots, will never be resolved.

deally, we would like to be able to overlay ig
ure with a similar probability plot for “probability of
getting hacked at time ¢ past initial disclosure, or
p t . nfortunately, it is problematic to extract
such a probability from rowne, et al. s data
because the numerator attack incidents is missing
many data points people who did not bother to report
an incident to , and the denominator is huge
the set of all vulnerable nodes on the nternet .

rom oneynet one may extract a p t.
oneynet sought to investigate attacker behavior by
placing “honeypot deliberately vulnerable systems
on the nternet, and observing the subse uent results.
n particular, oneynet noted that the lifespan of an

ic tion o curit tc or ti ti

older, unpatched ed at inux system containing
months old known vulnerabilities could be as short as
a small number of days, as attacker vulnerability scan
ning tools uickly located and exploited the vulnerable
machine. owever we note that this probability may
not correlate to the system administrator s site. Site
specific factors site popularity, attention to security
updates, vulnerability, etc. affect the local p t,
and as such it must be measured locally.

faulty
patches
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iur close up histogram of the first class inter
val in igure . tshows the number of faulty ini
tial patch notifications occurring within days
of initial patch release.

106 —
104
102
100

patches 98
resolved

90 1 1 1 1 1 1 1 1 1
0 3 6 9 121518 21 24 27 30

days from initial patch release
iur close up cumulative graph of the first
days in igure t shows the issue resolution
time for those occurring within ~ days of initial
patch release.

fter determining local probability of a breach

i.e., p t , the administrator should apply igure

to e uation to determine the first time ¢ where

e uation is satisfied. owever, since p t is dif

ficult to compute, the pragmatist may want to observe

the knees in the curve depicted in igures and and
apply patches at either ten or thirty days.

td or

his paper was inspired by the “ ode ed and
imda worms, which were so virulent that some

113
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analysts con ectured that the security administrators of
the nternet could not patch systems fast enough to stop
them . ven more virulent worm systems have been
devised so the problems of “when to patch?
and “can we patch fast enough? are very real.

he recent survey of rates of exploitation ~ was
critical to our work. n seeking to optimi e the trade
off between urgent and cautious patching, it is impor
tant to understand both forms of pressure, and
rowne, et al. provided the critical baseline of the
time sensitive need to patch.

Schneier also studied rates of exploitation
versus time of disclosure of security vulnerabilities.
owever, Schneier con ectured that the release of a
vendor patch would peak the rate of exploitation. he
subse uent study by rowne, et al. of incident
data above belied this con ecture, showing that
exploitation peaks long after the update is released,
demonstrating that most site administrators do not
apply patches uickly.

eavis studied the timeliness of vendor sup
plied patches. eavis computed the average “days of
recess days when a vulnerability is known, but no
patch is available for each of icrosoft, ed at
inux, and Solaris. ur clock of “when to patch?
starts when eavis clock of ““patch available stops.

oward studied nternet security incident
rates from to e found that, with respect
to the si e of the nternet, denial of service attacks
were increasing, while other attacks were decreasing.
he cause of these trends is difficult to establish with
out speculation, but it seems plausible that the expo
nential growth rate of the nternet exceeded the
growth rate of attackers knowledgeable enough to per
petrate all but the easiest oS attacks.

n , armer surveyed prominent web
hosting sites and found that nearly two thirds of such
sites had significant vulnerabilities, well above the one
third average of randomly selected sites. gain, root
causes involve speculation, but it is likely that this
resulted from the complex active content that prominent
web sites employ versus randomly selected sites. t is
also likely that this trend has changed, as e commerce
sites experienced the pressures of security attacks.

n recent work, nderson presents the view
point that many security problems become simpler
when viewed through an economic lens. n this paper,
we suggest that the system administrator s failure to
patch promptly is actually not a failure, but a rational
choice. y analy ing that choice, we are able to sug
gest a modification to that behavior which addresses
the concerns of the party, rather than simply exhorting
administrators to patch.

Iso worth mentioning is the ongoing study of
perception of risk. n ¢ eil, et al. , the authors
point out that people told that a medical treatment has
a risk of death react uite differently than people
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told that of patients survive. t is possible that
similar framing issues may influence administrators
behavior with respect to security patches.

icu ion
s we performed this study, we encountered sev
eral practical issues. Some were practical impediments
to the execution of the study, while others were of
larger concern to the community of vendors and users.
ddressing these issues will both make future research

in this area more consistent and valid, and also may
improve the situation of the security practitioner.

he first issue is that of setting the values for the
constants in our e uations, e.g., the cost of breach
recovery versus the cost of bad patch recovery, and the
probability of a breach for a given site. hese values
are site specific, so we cannot ascertain them with any
validity
web server that is ust a uke box farm of
s is not as susceptible to data corrup
tion as an on line gambling house or a credit
bureau, affecting the relative costs of recovery.
private corporate server behind a firewall is
less likely to be attacked than a public web server
hosting a controversial political advocacy page.

We wish to comment that the administrator s
uandary is made worse by vendors who do a poor ob
of uality assurance on their patches, validating the
systems administrator s decision to not patch. wur
ideas can be easily taken by a vendor as advice as to
how to improve their patch production process and
improve their customer s security. f the standard devi
ation of patch failure times is high, then administrators
will rationally wait to patch, leaving themselves inse
cure. xtra work in assurance may pay great divi
dends. n future work, it would be interesting to exam
ine vendor advance notice where vendors are notified
of security issues ahead of the public and observe
whether the reliability of subse uent patches are more
reliable, i.e., do vendors make good use of the addi
tional time.

n collecting data, we noticed but have not yet
analy ed a number of trends isco patches failed
rarely, while other vendors often cryptically updated
their advisories months after issue. he uality of
advisories varies widely. We feel it is worth giving
kudos to aldera for the ease with which one can
determine that they have issued a new patch . ow
ever, they could learn a great deal from some isco
advisories in keeping detailed advisory revision
histories. ed ats advisories included an “issue
date, which we later discovered is actually the first
date that they were notified of the issue, not the date
they issued the advisory. here has not, to our knowl
edge, been a paper on “how to write an advisory, or
on the various ways advisories are used.

f one assumes that all problems addressed in
this paper relating to buggy patches have been solved,
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the administrator must still reliably ascertain the valid
ityofana e e patch. arious forms of cryptographic
authentication, such as P P signatures on inux P
packages and digital signatures directly on binary
executables can be used. Such methods become
essential if one employs automatic patching mecha
nisms, as proposed by rowne, et al. and provided
by services such as ebian apt get , imian ed

arpet ,the ed at etwork , and the auto
matic update feature in  icrosoft Windows P

onc u ion
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he diligent systems administrator faces a
uandary to rush to apply patches of unknown uality
to critical systems, and risk resulting failure due to
defects in the patch? r to delay applying the patch,
and risk compromise due to attack of a now well
known vulnerability? We have presented models for
the pressures to patch early and to patch later, formally
modeled these pressures mathematically, and popu
lated the model with empirical data of failures in secu
rity patches and rates of exploitation of known flaws.
sing these models and data, we have presented a
notion of an optimal time to apply security updates.
We observe that the risk of patches being defective
with respect to time has two knees in the curve at
days and  days after the patch s release, making
days and  days ideal times to apply patches. tis our
hope that this model and data will both help to inspire
follow on work and to form a best practice for diligent
administrators to follow.

ut orIn or tion

Seth rnold graduated from Willamette niver
sity in witha .Sc.in omputer Science, athe
matics, and eligious Studies. e has been a system
administrator, has played cryptographer, and is cur
rently employed at Wire ommunications in the
research group. e can be reached via email at
sarnold wirex.com .

Steve eattie is employed in the esearch roup
at Wire ommunications and was involved in the
development of the Stack uard, Sub omain, ace

uard and ormat uard security tools. e received a
asters egree in omputer Science from the regon
raduate nstitute, and was previously employed as a
Systems dministrator for a night idder newspa
per. e can be reached via email at steve wirex.com.

r. rispin owan is co founder and hief Scien
tist of Wire , and previously was a esearch ssistant
Professor at the regon raduate nstitute. is research
focuses on making existing systems more secure

ic tion o curit tc or ti ti

without breaking compatibility or compromising per

formance. r. owan has co authored  refereed pub

lications, including those describing the Stack wuard

compiler for defending against buffer overflow attacks.
e can be reached via email at crispin  wirex.com .

dam Shostack is currently on sabbatical from
hisrole as ost vil enius for ero nowledge sys
tems. Prior to that, he was director of technology for
etect, nc, where he built vulnerability scanners. e
has published on topics including cryptography, pri
vacy, and the economics of security and privacy. e
can be reached via email at adam homeport.org.

Perry Wagle received his .Sc. in  omputer Sci
ence at ndiana niversity in , then dabbled in
evolutionary biology until , when he headed to
the regon raduate nstitute to oin the mmunix
pro ect s survivability research. or mmunix, he was,
among a number of things, the primary programmer of
the first released version of the Stack uard enhance
ment to . When mmunix spun off into the Wire
startup in , he generated a second version of
Stack wuard, but stayed at to work on the nfos
phere pro ect and is still participating in the imber
pro ect there. e recently oined Wire to research
various compiler enhancements to building secure

inux distributions, including a third and never again
version of Stack wuard. e can be reached via email at
wagle wirex.com.

hris Wright is one of the maintainers of the
inux Security odule pro ect. e has been with the
pro ect since its inception and is helping guide S
into the mainstream inux kernel. e is employed by
Wire where he gets to do security research and
inux kernel hacking. e can be reached via email at
chris wirex.com.

r nc
oss nderson, ecurit n ineerin : ui e
to wui in epen a e istri ufe ste s,
ohn Wiley Sons, nc., p. , ew ork,

nderson, oss, Why nformation Security is

ard n conomic Perspective, th nnua

o puter  ecurit pp ications on erence
, ew rleans, , ecember

ailey, d, ai u , ed at Press,
rowne, ilary ., William rbaugh, ohn
¢ ugh, and William . ithen, rend

nalysis of xploitations, n rocee in so the
ecurit an ri ac on erence,
pages , akland, , http www.cs.
umd.edu waa pubs S .pdf, ay
aldera, nc., aldera Security dvisories, http
www.caldera.com support security ,
oordination  enter, dvisory
“ ode ed Worm xploiting



i

in t ic tiono  curit te or ti
uffer verflow n S ndexing Service ,
http www.cert.org advisories .html,
ugust
hristey, Steven ., n nformal nalysis of
endor cknowledgement of ulnerabilities,
ugtra ailing ist, http www.securityfocus.
com cgi bin archive.pl?Zid  mid , arch

isco Systems, nc., Security dvisory isco
ontent Services Switch ulnerability, http

WWww.cisco.com warp public arrowpoint cli

filesystem pub.shtml, pril

owan, rispin, Steve eattie, alton Pu, Perry
Wagle, and irgil ligor, Sub omain Parsimo
nious Server Security, th ste s
inistration on erence , ew rleans,
, ecember
ittrich, ave, The orensic ha en e, http
pro ect.honeynet.org challenge , anuary
armer, an, ha e ust osco ecurit

ur e o e nternet 0sts arious e I

ee ant e ections, http www.fish.com survey ,
ecember
oldberg, an, avid Wagner, andi homas,
and ric rewer, ¢ Secure nvironment for
ntrusted elper pplications, th
ecurit  on erence, San ose, , uly
inton, eather ., rispin owan, ois el
cambre, and Shawn owers, ““S Security
daptation  anager, nnua o puter ecu
rit  pp ications on erence , Phoenix,
, ecember
he oneynet Proect, no our ne
eeain the ecurit Toos, Tactics an
oti es o the ac at o unit, ddison
Wesley, oston,
oward, ohn ., n na sis o ecurit nci
ents on the nternet — , Ph. . thesis,
arnegie  ellon  niversity, http www.cert.
org research hesis Start.html, ctober
artin, obert ., “ anaging ulnerabilities in
etworked Systems, o puter ociet
T a a ine, pp. , http cve.
mitre.org , ovember
c eil, . ., S. . Pauker, . Sox, and
versky, “ n the licitation of Preferences for
Iternative herapies, e n an ourna o
e icine, O. , Pp- R
icrosoft, ufo atic p ate eaturein in o s
, http support.microsoft.com directory article,
asp? S , ctober
icrosoft orporation, icrosot ecurit u
etin re icta e a e ipes ou

na e riiee e ation iaTenet, http www.
microsoft.com technet security bulletin S
asp?frame true, une
Pescatore, ohn, i a or ho s ou ant
as atch ast nou h, http www.gartner.

ti

tti ot

com isplay ocument?id , September
eavis, im, inu s icrosot: ho o es
ecurit  ro e s aster , no longer available
on the web , anuary

ed at, nc., e at p ate
redhat.com help sm up date.html,
Schneier, ruce, u  isc osure an the in o
0 posure, http www.counterpane.com crypto

ent, https  rhn,

gram .html , September

Shakespeare, William, a et, ct , Scenes
and , .S. rofts 0., ew ork,

Silva, wustavo oronha, e ian T o to,

http www.debian.org doc manuals apt howto
index.en.html, September

Staniford, Stuart, ary rim, and oelof
onkman, ash or s: Thirt econ s to nect
the nternet, http www.silicondefense.com flash ,

ugust

van oorn, eendert, erco allintin, and
William rbaugh, i ne ecuta es or
inu , echnical eport S R
niversity of aryland,

Weaver, icholas ., arho or s: The oten

tia or er ast nternet a ues, http www.
cs.berkeley.edu nweaver warhol.html, ugust
imian nc., [ ian e
are  aintenance an

arpet uto ate ot
ersion ana e ent,



